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1. Introduction 

Thanks to the CFR 21 part 11 that was elaborated and implemented for use on the 20th of August 
1997, it is possible to replace hard copies with electronic equivalents. The aforesaid amendment is 
aimed at assuring consistency, reliability and accuracy of electronic documents and electronic 
signatures. If electronic signatures and related electronic documents meet requirements of 21 CFR 
part 11, the FDA (Food and Drug Administration) must consider the electronic signatures as 
equivalent to handwritten signatures. To make sure full compliance is obtained, actions in three 
different areas defined below must be taken: 

 

o VALIDATION §11.10 (a,b,c,d) is the responsibility of the supplier that installs the device, and 
aside from assessment of correct operation of the equipment concerns inspection of 
protection related to verification of changes, access to various application levels and 
verification of electronic signatures and documents. All these actions serve as one of the 
elements of the measuring system validation. 

 
Figure 1. XA 82/220.5Y.A 

Maximum load 220g, elementary reading unit d=0.01/0.1mg 
Applications: ReflexLEVEL System, Ambient Light, Digital Weighing Auditor, Smart Min Weight   

 

o QUALITY MANAGEMENT SYSTEM §11.10 (e,f,g,h) is within the operator’s duty and involves 
all so-called SOPs, that is Standard Operating Procedures. They apply to measuring process 
aspects. They must be as simple as possible, yet their fulfilment must assure effective 
operation. 
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o SOP – ADMINISTRATIVE SUPERVISION §11.10 (i,j,k) is within the operator’s scope of duties
and applies to settings and working parameters of the device and entire system. This term
also involves such fields as staff training, access and distribution inspection means, change
supervision procedures (introduction of changes).

Figure 2. Main elements of the Quality Management System  
Validation – verification of operation and security of the weighing system, supplier's actions 

Quality System – qualifications  of staff, inspection of the weighing system documentation related to the process user 
responsibility, SOP – quality management system procedures for the measurement process, user responsibility 

It is not possible to obtain compliance with 21 CFR part 11 through a single device or 
weighing system. The manufacturer or distributor may however deliver the device whose functions 
allow obtaining the compliance. The organisation that implements such a system for use must have 
relevant Standard Operating Procedures (SOPs) in place. Pursuant to requirements of 21 CFR §11.10 
(i), the personnel must be technically skilled (training, awareness of responsibility). 

The inevitable element that is strictly related to this issue is risk management (ICHQ) that 
must realistically define requirements not only in terms of accuracy of measurement but also needs 
regarding compliance with 21 CFR part 11. This means that only the documents and records that 
have an impact on safety and product quality must be subject to requirements of the part 11. It is a 
reasonable approach, yet such clear distinctions, particularly within one closed measuring system, 
are usually not adopted in reality. 
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2. Definitions related to 21 CFR part 11 

 
a. Agency stands for the Food and Drug Administration. 

 
b. Biometry is the method of verifying identity of a natural person by measuring physical 

features or distinctive behaviours that are both unique and measurable. 
 
c. Closed system is the environment in which the access to the system is supervised by people 

responsible for content of electronic records that are available in this system. 
  

d. Digital signature is the electronic signature based on cryptographic methods of author 
authentication, created with the use of a series of rules and set of parameters in the way 
that both the signer’s identity and data integrity may be verified. 

 
e. Electronic document (record) is any combination of text or graphic information, data, voice  

information, images or information entered through other methods of presentation, 
designed, modified, kept, archived, read, or transmitted in the computer system. 

 
f. Electronic signature is the electronic data compilation, composed of any symbol or series of 

symbols, and made, used or authorised by a natural person as a legally binding equivalent of 
this person’s handwritten signature. 

 
g. Handwritten signature stands for a handwritten last name or graphic sign of a natural 

person, that is handwritten by this person and made or accepted in order to authenticate 
the document in a durable way. The nature of making a signature is maintained with the use 
of a writing tool or marking tool, e.g. pen or burin. The handwritten last name or graphic 
sign, conventionally made in paper, may also be entered in other forms of expression in 
order to record a last name or mark/sign. 

 
h. Open system is the environment in which the access to the system is not supervised by 

people responsible for content of electronic records that are available in this system.   
 

The requirements of 21 CFR are applicable only in case it is necessary to obtain compliance for 
products launched on the American market. This document is published by FDA. The European 
Commission in turn published the document on GMP (4), Annex 11 for computerised systems. The 
requirements from these two legal acts are virtually identical.  
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3. Analysis of compliance of Radwag’s weighing systems with requirements of 21 
CFR part 11 

As mentioned before, it is not possible to declare compliance with CFR 21 part 11 for any 
measuring system. This system may however have features facilitating obtainance of compliance. 
Such functions apply to balances and terminals by Radwag, i.e. 5Y, X2, X7, CY10 series, etc. The 
requirements and nature of the operators’ working environment may differ substantially, yet main 
features of Radwag’s weighing systems are stable. See below to learn how requirements of CFR 21 
part 11 are adopted by weighing applications. The description concerns requirements given in the 
following: 

˗ § 11.10   Part B – closed system supervision 
˗ § 11.50  Signature marks  
˗ § 11.70  Combination of signature with electronic record  
˗ § 11.100  Part C – general requirements, electronic signatures 
˗ § 11.200  Part C – components of electronic signature and means of inspection 
˗ § 11.300  Part C – identification code check (passwords) 

 

 
Figure 3. Compliance with requirements of CFR 21 part 11, EU GMP Annex 11 

MYA 5.5Y.FA – measurement of filter mass in laboratory and industrial applications, differential weighing 
Maximum load of 5g, elementary reading unit d=0.001mg 

Applications: ReflexLEVEL System, Ambient Light, Digital Weighing Auditor, Smart Min Weight   
 

To obtain full compliance of the weighing system with requirements stipulated in 21 CFR part 
11, it is necessary to combine mechanisms implemented in the balance with procedures (SOP) and 
other administrative procedures that are part of the Quality Management System. It applies to all 
measuring systems, regardless of what size they measure.  
  



7 
 

3.1. Chapter B - §11.10 Closed system supervision - requirements  

3.1.1. Requirements for technical verification  
The operators who use closed systems to create, maintain or send electronic documents must adopt 
procedures and inspection measures that serve to assure authenticity, integrity and, if suitable, 
confidentiality of electronic documents, and to make sure the signer cannot easily reject signed 
documents as non-authentic. Such procedures and inspection measures must involve the following: 
 
o CFR 21 (11.10.a) 

Validation of systems in order to assure accuracy, reliability, intended functioning and 
identification of invalid or modified records. 

COMMENT 
All measuring systems by Radwag are designed in accordance with requirements of the Quality 
Management System, i.e. ISO 9001 and ISO 17025, that are concerned with designing, 
manufacturing and verifying high-resolution weighing systems dedicated to the 
pharmaceutical, cosmetic and petrochemical industries. The systemic approach to manufacture 
and inspection together with continuous supervision of essential process parameters guarantee 
precision and correct operation of balances and weighing systems that are produced by 
Radwag. 

 

 
Figure 4. Verification of compliance with requirements – Radwag QC department 

Inspection of metrological parameters of laboratory balances as per OIML R 76 
Verification of piston pipette volume on the basis of the reference method ISO 8655-6:2022 

 

Every important electronic record that is subject to requirements of CFR 21 part 11 is recorded, 
stored and protected. The access to the system is limited and offers several permission levels 
for the sake of protection of all electronic records. Thanks to these basic features, it is possible 
to obtain a positive result in the validation procedure. The best solution is the one in which 
Radwag’s professional auditors perform validation. 

 

o CFR 21 (11.10.b) 
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Ability to generate accurate and complete record copies, to be read by humans and 
electronically, to be inspected, analysed and copied by the agency. These people must contact 
the agency to determine whether there are any doubts concerning the agency’s ability to 
conduct such an analysis and copy electronic records. 

 
COMMENT 
The copy of records related to weighing, reporting may be generated by the system 
administrator and saved on the external Flash Drive carrier. The frequency of making 
verification copies is established by authorised people, e.g. Head of the Laboratory. To verify 
compliance of the copy with original records, it is necessary to compare records stored in the 
databases of the balance with the content of the electronic file. The information saved in the 
audit trail may be filtered by date or type of operation, which substantially accelerates and 
facilitates supervision of all events recorded in the measuring system. 

 

 
Figure 5. XA 82/220.5Y balance with ambient conditions sensor 

Maximum load 220g, elementary reading unit d=0.01/0.1mg 
Applications: ReflexLEVEL System, Ambient Light, Digital Weighing Auditor, Smart Min Weight   

  

 
The information saved in the database may also be sent to the printer or exported to the 
external memory in the format that is acceptable to calculation sheets, as long as the operator 
has relevant permission. 
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o CFR 21 (11.10.c) 
Record protection allowing precise and direct readout throughout record storage period. 

 
COMMENT 
All information is permanently stored in the database. The access to saved data is limited via 
several permission levels. The essential information may therefore be browsed only by 
authorised people. Every time the information is saved, corrected or modified in the weighing 
system, it is recorded in the event log. This way of saving and supervising guarantees stability 
and security of all information related to inspection, production and supervision. The weighing 
system has the so-called Alibi memory that is a separated field of memory within which every 
essential information is saved permanently. The efficiency of such a form of record is confirmed 
through the OIML certificate. Periodically and based on the adopted schedule, the records may 
be archived in any safe place, using the export-to-external memory option. The analysis of data 
included in external carriers may be carried out for example in the Excel. 

 

 
Figure 6. MYA 5.5Y microscale – protection of records via permission levels 

Maximum load 5g, elementary reading unit d=0.001mg 
Applications: ReflexLEVEL System, Ambient Light, Digital Weighing Auditor, Smart Min Weight   
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o CFR 21 (11.10.d) 
Limited access to the system for unauthorised people. 

COMMENT                                                                 
After being activated, the weighing system enters the active mode but most operations may be 
executed only after the operator has logged into the system. The permission level assigned to 
the operator determines the scope of works that he may perform. The example of permission 
division is showed in the table 1. 
 

Table 1. Permission levels in the closed system  

 Administrator Advanced 
operator Operator Guest 

Date/time edition + – – – 
Header printout  + + – – 
Printout  + + + – 
Information  + + + – 
Database edition  + + – – 
Printouts + + + – 
Footer printout + + + – 
Working mode change + – – – 
Statistical data reset  + – – – 

 
3.1.2. Requirements for inspection procedures 

 
The people who use closed systems to create, maintain or send electronic documents must 

adopt procedures and inspection measures that assure authenticity, integrity and, if relevant, 
confidentiality of electronic documents, and to assure that the signer cannot easily reject signed 
documents as non-authentic. Such procedures and inspection measures must involve the following: 
 

o CFR 21 (11.10.e) 
The use of safe, computer-generated, time-marked, post-audit reports to record the date and 
time of making the entry by the operator or the act of creating, modifying or deleting 
electronic records. The changes of records must not block previously saved information. Such 
a post-audit documentation must be stored as long as required for relevant electronic records 
and must be available and ready to be browsed and copied by the agency. 

COMMENT 
The system administrator has a direct access to the audit trail preview and is able to generate 
global reports on records and modifications. All printouts, electronic signatures are marked 
with time and date of making the record. 
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Figure 7. Example of printouts and electronic signatures  

 

In practice, the content of printout, regardless of the complexity, is adapted to information 
templates applicable in the Laboratory. Using standard information and freely programmable 
printouts, it is possible to create any printout templates that are dedicated to processes and 
analyses conducted by the Laboratory. 
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o CFR 21 (11.10.f) 
Operating system inspection in order to execute permitted order of actions and events, as 
per circumstances.  

COMMENT 
The Radwag measuring system allows designing the order of events for most editing and 
measuring processes. It applies to such applications as differential weighing, mixture creation, 
comparison, dosing, etc. With respect to other internal processes, such as zeroing, tarring and 
adjustment, a strictly defined order of operations is adopted. Correctness of these events is 
verified through comparison of results of these operations with assigned limits. The operations 
defined by the operator, such as SOPs (Standard Operation Procedures), concerning periodical 
inspection of balance indication accuracy with the use of the external standard may also be 
defined through the so-called scheduled tasks.  
 
 

 
Figure 8. Mass standard set adopted for periodical inspection of balance  

 

o CFR 21 (11.10.g) 
The use of permission check in order to make sure that only authorised people may use the 
system, sign the record electronically, obtain access to the output device or output operating 
system or computer system, change the record or perform the specific operation. 

 

COMMENT 
The permission check is attributable only to the weighing system administrator who is 
responsible for defining the scope of permission for all operators, including the following: 

- the number of unsuccessful logging procedures, 
- period of time after which the operator is instantly logged out if no tests, weighing 

procedures, analyses using the measuring system are carried out, 
- mass indication management / visible – hidden / when the operator is not logged, 
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- requirements and validity time for login password  
Every operator may have their own unique settings that are suited to their capabilities and 
scope of works. 

 
o CFR 21 (11.10.h) 

The inspection of devices (e.g. terminals) to establish, when necessary, validity of the input 
data sources or operating instructions. 
 
 
COMMENT 
All weighing systems manufactured by Radwag have the so-called closed IT systems, that is the 
ones which may be accessed only through secured communication interfaces. It is confirmed 
through studies of notified bodies and OIML certificates.  

 

3.1.3. Administrative supervision 
 

o CFR 21 (11.10.i) 
Determination if people who elaborate, maintain or operate electronic documentation 
systems and electronic signatures are educated, trained and experienced adequately to their 
tasks. 

 
COMMENT 
Improving personnel’s skills on a continuous basis is one of the elements of every quality 
system. Radwag organises metrological and application training that may serve as a basis for 
improvement of measuring methods and processes in the pharmaceutical, chemical and 
petrochemical industries. During these training sessions, the knowledge and skills are 
juxtaposed, as it is one of the most important aspects of improving staff competence. 

 
Figure 9. Metrology symposium 2024, Radom, Radwag headquarters.    
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o CFR 21 (11.10.j) 
Establishment and adherence to written rules that hold people responsible for actions taken 
on the basis of their electronic signatures in order to prevent record and signature 
falsification. 

 
COMMENT 
The quality management system in every organisation serves as a foundation that builds the 
trust to the company’s brand and products. It contains fixed systemic elements and dedicated 
procedural solutions that allow achieving specific goals. 

 
o CFR 21 (11.10.k) 

Adoption of suitable inspections of system documentation, including relevant distribution 
checks, access to and use of documentation in order to handle and maintain the revision and 
modification system and inspection procedures with a view to keeping the audit trail that 
documents the time sequence of the system documentation development and modification.  

 

COMMENT 
The system documentation must involve all aspects related to operation of the weighing 
system. It applies to technical inspections, periodical calibrations and ongoing functional tests. 
Radwag provides such services for every weighing system, but the scope and interval for 
periodical inspections must always result from the Quality Management System or GWP/GLP 
records. 
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3.2. Chapter B - §11.50 Signature display 

o CFR 21 (11.50.a)  
The signed electronic documents must contain information related to the act of signing, 
clearly stating such elements as first and last name of the signer, date and time of making the 
signature and process related to signing, e.g. preview, approval, responsibility or authorship. 

 
COMMENT 
Every completed and confirmed mass measurement is permanently saved in the weighing 
database in connection with the date, time, name of substance weighed, ambient conditions 
and name of the operator. Any options related to the header, printout footer and non-standard 
printouts allow more precise description of the process. The electronically signed document is 
saved in the report database in which it may be browsed, resigned, its content may be 
confirmed and authorised. The aforesaid operations may be performed only by operators that 
have been assigned relevant permission levels. While making the signature, confirming or 
authorising, it is possible to add a unique note that will be permanently associated with your 
signature.  
 

 
Figure 10. PS 6100.X7 – electronic signature hierarchy  

Maximum load 6100g, elementary reading unit d=0.01g 
Display unit 7”, Smart Lab – Automatic adjustment, IR Sensors, Alibi Memory, Access check, Weighing reports, MSW   
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3.3. Chapter B - §11.70 Assignment of signature to electronic record 

 
E-signatures and handwritten signatures made in electronic records must be assigned to 
relevant electronic records to make sure the signatures cannot be deleted, copied or 
otherwise transferred for the purposes of falsifying the electronic record through ordinary 
means. 

 
COMMENT 
The nature of Radwag’s weighing system does not allow assigning or transferring handwritten 
signatures between electronic documents. The information on signatures, documents, signed 
or verified reports is closed, with no further changes allowed. The audit trail file is not editable, 
but remains sortable and browsable. 

 

3.4. Chapter C, electronic signatures 

 
o CFR 21 (11.100.a) – General requirements 

Every electronic signature must be unique for a specific person and must not be reused or 
assigned to anybody else. 

 
COMMENT 
Every system operator has his own name, code and password. The system supervises personal 
resources and does not allow various operators to use the same names or codes. 

 
o CFR 21 (11.200.a) – Components of the electronic signature and inspection measures. 

The electronic signatures that are not based on biometry must adopt at least two different 
identifying elements, such as ID code and password. When a person makes a series of signatures 
during one continuous period of controlled access to the system, the first signature must be 
made using all components of the e-signature; next signatures must be made using at least one 
component of the electronic signature that may be made and is intended to be used by this 
person only. When the person makes one or more signatures not during one continuous cycle 
of controlled access to the system, every signature must be made using all components of the 
signature. 

Electronic signatures must be used only by their original owners and must be managed and 
made in the way that ensures that an attempt to use the electronic signature by anybody else 
than original owner would require cooperation of two or more people. 
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COMMENT 
The information on every system operator includes name, code, password, first and last name, 
permission levels, account status, menu language, profile in use, RFID card number. While 
logging into the system, it is necessary to confirm one’s identity by entering the system access 
code. 

 

o CFR 21 (11.200.b) – Components of the electronic signature and inspection measures. 
Electronic signatures based on biometry must be so designed as to prevent their use by anybody 
else than their original owner.                                                                                                                   
 
COMMENT 
The operator verification mechanisms based on biometric verification are only existent in the 
5Y and HY10 weighing system. However they are not used to sign documents and to approve 
other essential operations related to mass measurement. 

 
 

3.5. CFR 21 (11.300) – ID code/password inspection means 

People who use electronic signatures based on identification codes in connection with 
passwords must adopt inspection measures that assure security and integrity. Here are these 
inspection measures: 
Making sure each combination of ID code and password is unique so that two people cannot 
have the same combination of ID code and password. 
 
COMMENT 
This requirement assures the weighing system through own internal inspection mechanisms. 
The system administrator is not authorised (able) to change the principle of system operation 
with regard to these inspection mechanisms. 
 
Making sure that ID code and password release is periodically checked, cancelled or changed 
(for example in case of outdated password). 
 
COMMENT 
The system administrator may activate or permanently deactivate every account. The account 
deactivation period is not supervised by the weighing system so it must be determined by the 
operator’s quality management system. 
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Adherence to code of conduct in case of loss for the purposes of electronic invalidation of 
lost, stolen, missing or otherwise potentially exposed to damage authentication data carriers, 
cards, and other devices containing or generating ID code or password, and release of 
temporary or permanent replacements on the basis of relevant strict inspection means. 
 
COMMENT 
The Radwag’s weighing system does not allow identification of the operator using external 
identification devices. While logging, a unique code and password must be entered. 

 

The use of transaction protection in order to prevent non-authorised use of passwords and/or 
ID codes, and to detect and report (immediately and urgently) any attempts of non-
authorised use to the system security unit, and when relevant to the organisation 
management board. 

 
COMMENT 
The operator may log in many times, yet the number of unsuccessful attempts to log into the 
weighing system is globally defined by the system administrator. If all attempts have been used 
up, the operator’s account is blocked and the system administrator must intervene in such a 
case. The weighing result serving as a transaction in the testing process may be invisible to the 
unlogged operator, this option may be selected by the system administrator. The aforesaid 
solutions are to secure the weighing system against unauthorised use. 
 
Initial and periodic testing of such devices as tokens or cards that store or generate an 
identification code or password to make sure they operate properly and have not been 
changed in an unauthorised way.   

 
COMMENT 
The authorisation related to access to the weighing system is granted by the system 
administrator. The access passwords for the menu are unique passwords given by the system 
operators. The IT solution in which the external device assigns and stores essential information 
related to weighing system safety is not adopted.                                                                                  
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4. SUMMARY  

The company’s weighing systems may be used anywhere compliance with requirements 
stipulated in FDA 21 CFR part 11 is needed. As mentioned before, full compliance requires a 
comprehensive systemic approach in which functional capabilities of the balance are supported 
by procedures of the Quality Management System, including the so-called SOP (Standard 
Operation Procedure). Please note that the purpose is not to create highly complicated closed 
systems but ergonomic solutions that guarantee stability and safety in the production and 
control. Such features are available in Radwag’s weighing systems where data security is as 
important as precision of measurements and stability of parameters in time. 

 

Assurance of compliance with regard to FDA 21 CFR part 11 is tantamount to assurance of 
compliance with requirements of EU GMP Annex 11. You must know that Annex 11 EU GMP 
concerns all forms of computerised systems used as part of operations regulated by GMP. 
Although it is a holistic approach, it not only covers the production area but also inspection of 
single processes and final inspection. Every 5Y, X2, X7, CY10 weighing system by Radwag has 
suitable features and protection that allow obtaining compliance but in fact it is always required 
to adopt a comprehensive approach in which the field of devices and measurements is as 
important as knowledge, competence and awareness of responsibility of the operator who 
performs measurements.        

 

 

  



 r a d w a g . c o m

Compliance for Closed Systems by RADWAG




